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=1 Session A - [24 x BO]

Eile Edit View Communication Actions Window Help

To get to

Select one of the following

1. Run Security Assessment
2. Run Comparison Report

10. Reports Menu
20. Display Message Log
0. Product Information Menu

90. Sign off

Selection or command

B By | 2% B | e[| e?| B @€

SKYRA SkyView Risk Assessor - Main Menu

System:

this menu,
sign on with
a user that
has
*SECADM
and
*ALLOBJ
and type
GO SKYRA

SKYWIEW

Bottom

F3=Exit F4=FPrompt F9=Retrieve

Fl2=Cancel

EE E! [

| =J" 1902 - Session successfully started
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=1 Session A - [24 x BO] £

File Edt Wew Communication Actions Window Help

= B 2% B s s 2o 8 ele
SKYDO1CP SkyView Risk Assessor
Run Security Assessment

1727709

Type choices, press Enter

Print reports:

Spooled file . . . . . #YES #YES, *NO
Rich text format file . #YES *YES, *NO
Clear SKYWIEWOUT outqg . #YES #YES, *NO
Submit to batch . . . . . . #YES #YES, *NO

While gathering information for the assessment there may be times when users
cannot sign on to the system. This typically occurs when the user is a member
of & group and the group has many members and owns many objects. If this will
be & problem, we recommend that you schedule the SKYWIEWRAP/SKYASSESS command
to run after-hours.

RTF files are placed in the IFS in path /SKYVIEW/SkyAssess.rtf
Spooled files are placed in output queue SKYVIEWOUT in library SKYWIEWRAD.

Take Option 1
to run an
Assessment

- Interactively
- In batch

Or schedule
the
SKYASSESS
command (in
SKYVIEWRAP)

EI@VIEW

F3=Exit Fl2=Cancel
E e i
(3?1902 - Session successfully started |
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Eile Edit View Communication Actions Window Help O .
ption 10 from
B[ | 2| | (% 2| 5| @l the Main Menu
SKYRAZ SkyWiew Risk Assessor - Reports Menu .
System:  SKYVIEW provides
Select one of the following: access to all
ihn D%splag Se:ur‘ifzg Assessment Results Guide - SKYASSESS reports_
2. Display Comparison Report - SKYCOMPARRE including the
Section 3 - Users
3l. Display Default Passwords - QPSECPLD Assessmen_t
32. Display User Profile Special Authorities - QPSECUSR Results Guide
33. Display User Profiles Mot Used for B® Days - SKYIMAUSRS and all
34. Display Profiles with Password Expiration not ®SYSYAL - SKYPWDERPI
sl D%splag IBM Profiles with Hlt;r’ed Special Authority - SKYIBMPRF Supplemental
36. Display Members of Group Profiles - SKYGRPUSRS
37. Display Objects Owned by Group Profiles - SKYGRPOWN reports
38. Display Users Authorized to IBM-Supplied Profiles - SKYIBMUSRS
39. Display Application Administration - Client Functions - SKYADMCLNT
40, Display Yalidation List Entries - SKYWLDLE
More. ..
Selection or command
F3=Exit F4=FPrompt F9=Retrieve Fl2=Cancel
EE E! [
| =J" 1902 - Session successfully started W |
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Series Navigator
Ele Edt View Help

|t RE|XE| P

1 minutes old

Ernwironment: My Connections | Skyview: SKYVIEW  Include: **
=B Skyview ~ [ Name [ See[Type [ changed L
W5 Basic Operations . Sleyhssess 115KE  Rich Text Format  11/22/2004 10:14... <
8 work Management SkyCompars.rtf 7KB Rich Text Format  11j22j2004 10:35..,
ﬁ} Configuration and Service . ) )
L hstviork Open iSeries Navigator
Security
Users and Groups .
B Databases Navigate to and open
=2 Fils Systems the SKYVIEW
=[] Integrated File System .
= {3 Root directory.
(-1 dev
% home: Drag and drop
tmp
et SkyAssess.rtf to your
23 usr
8 o desktop.
i ) .
(2] QTCPTMM U Open W|th Word
(3 v
(23 bin
(E3 var
@b
SKYVIEW
e v
i) | & |8 L3
1 -2 of Z objects [ A
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Section 1: Your Security Plan

Step 1 - Examine your System Values

The security and integrity of your systerm cannot be guaranteed because you are not running at
security level 40 or 0. This is the most important step you can take towards securing your
system and ensuring both operating system and data integrity. Moving to security level 40 will
ensure that no unsupported interfaces are used, data cannot be modified without detection and
users cannot exploit job descriptions that name user profiles to masguerade as another user.
Detailed steps you will want to take before moving to security level 40 can be found under the
explanation for the QSECURITY system value.

In addition, the system is at a security level where users, by default, are allowed access to all
objects on the system. Access control to sensitive files and confidential information cannot be
achieved at this security level. Details about moving from security level 20 can be found under the
explanation for the QSECURITY system value

The following system values have settings that do not meet the recommended zettings. Examine
the recommended settings in Section 2 - System Yalues. Make sure to read the Considerations
Before Changing section if one is included. Because of the side effects that changing some
system values produce, it is possible that your business requirements will reguire that you leave
the systern value at its less secure setting

. QEECURITY

. QALWOBJRST
. QCRTAUT

. QLMTDEVSSN

ALTOES AR
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Security System Values
System Value Current Value Recommended Deviation from
Setting Recommendation
QSECURITY 30 < F A0 or 50 X
QALWOBIRST TALWPTF *ALWPTF or H
TALWPGMADP *MONE
GALWUISROMN “ALL *ALL
GAUTOCFG 1] 1]
QAUTOVRT BO0 O or a fixed number
QCRTAUT TALL G—SE 0r
"EXCLUDE
GDSPSGNINF 1 Oor T
QFRCCVNRST 4 3
QINACTITY 30 30
QINACTMEGA “DSCJOB *DSCJ0B
QDSCJOBTY 30 [=1]
GLMTDEVESM 0 1 X
GLMTSECOFR 1 1 X
CMAXSIGN 4 5
OMAXS GNACH 2 2aor3
QRETSVRSEC 1] 1]
QRMTIPL 1] 1]
ORMTSIGN “ERIFY "REJECT ar 4
"FRCSIGNON
ORMTSRVATR 1] 1]
QSHRMEMCTL 1 X
QUSEADPAUT QUSEADPAUT Autharization list
name
OVFYOBJRET &) Jors
PARTNERS, LLD
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Password System Values
System Value Current Value Recommended Deviation from
Setting Recommendation
X)
QPYWDERPITY THNOMAK < X
QPYWDLWL 5 Anything but T
QPYWDRADDIF 1] 1 X
QPYWDMINLEN 4 7 X
QPYWDMAXLEN 25 ]
QPYWDRADDGT [0 < u X
QPYWDLMTAJC 1 0 X
QPYWDLMTCHR "NONE *NONE
QPYWDLMTREP 2 2
QPWDPOSOIF 1] 1]
QPWOWVLDP GM "NONE “NONE
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Auditing System Values

© Copyright 2005 SkyView Partners LLC. Al rights reserved.

System Value Current Value Recommended Deviation from
Setting Recommendation
GAUDCTL TAUDLVL *AUDLVL
"OBJAUD *OBJAUD
*NOQATEMP *NOQTEMP
GAUDLVL FSECURITY “AUTFAIL H
*CREATE *CREATE
"AUTFAIL *DELETE
*BERVICE *BAVRST
*DELETE *BECURITY
*SERVICE
QCRTOBJAUD NOME “MONE
GAUDFRCLYL *5YS *5YS
GAUDENDACN TMOTIFY “MOTIFY
9
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B Look for libraries listed indicating their *PUBLIC
authority is greater than *USE and they are in the
system portion of the library list.
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Altered IBM Profiles

Use of IBM-Supplied User Profiles

Altering IBM-supplied profiles can be dangerous

Some |BM-supplied profiles have been altered to hawe more capability than their default setting
This can be a dangerous practice depending on how these profiles are used

Some |BM-supplied user profiles are shipped with special authorities. The table below indicates
what changes, if any, have been made to the special authorities granted to the QFGMR, QSRY,
QSRYBAS, QSYSOPR and QUSER IBM-supplied user profiles.

User Profile Authority Added or
Removed
QPGMR *ALLOE. Remaved
QSRY *ALLOE. Remaved
QASRY TEAVEYE Remaved
QSRVBAS *ALLOE. Remaved
QSRVBAS TEAVEYE Remaved
QASYEOPR HIOSYSCFG Added
QASYEOPR *ALLOE. Remaved
QUSER *ALLOE. Remaved

© Copyright 2005 SkyView Partners LLC. Al rights reserved.
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B SKYPWDEXPI - Notepad
Eile Edt Format View Help

Password Expiration Interval

The expiration of passwords can be controlled through the user profile's password expiration
interval attribute. This value defaults to use the systern value QPYWWDEXPITY. You might want to
set your powerful users' expiration interval to something less than the system value.

—p  The SKYPWDEXP| repart lists users whose password expiration interval is not set to "SYSVAL

<)

724404 18:19:19

TODOL
VANDERWALL

Expiral

The system password expiration interval (QPWOEXPITY]) i5:  *NOMAX
User profile
CIw

tion Days

Carol's Compamy - W3 (SKYUIEW)
Profiles with Fassword Expiration not =SysvaL

2
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Option 34 from the Reports menu
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B Default passwords

B Inactive users

B Users with authority to IBM profiles
B Profiles not *PUBLIC *EXCLUDE

users

© Copyright 2005 SkyView Partners LLC. All rights reserved. 13

B Commands that can be run by Limited Capability
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Section 4: Object Authorities

Most systems do not have a robust object authority scheme in place. Most objects (libraries, files,
folders, etc) have the default *PUBLIC authority of "CHANGE. Unfartunately, given today's highly
networked environment, *CHANGE authority and even *USE provides too much authority for
most objects

Libraries

We recommend that most libraries have *PUBLIC authaority no greater than "USE. This is to
prevent users from cresting objects into libraries. Some libraries require *CHAMGE authority
because objects are supposed to be created into them. One example of this is the library QGPL.
However, we do not believe there is any reason for a library to have *PUBLIC authority *ALL.
"ALL authority allows anyone to actually delete the entire library - rarely a desired action.

Recommendations:

. The SKYLIBAUT repart lists all libraries on the system and their *PUBLIC autharity. YWe
recommend you examine all libraries with "PUBLIC authority greater than "USE to
determine if any of the libraries can have their authorities reduced

. Analyze the public authority settings for all libraries. Be careful changing third-pary
application libraries. You can often reduce their "PUBLIC authaority to FEXCLUDE and
then you will want to authorize the appropriate users to the applications libraries. But we
don't recormnmend changing the authority to the application objects themselves (such as
files) without a thorough analysis. it can be done, but not without some planning

Users Authorized to Create Libraries

fou may want to limit which users are allowed to creats libraries

The *PUBLIC authority for the Create Library (CRTLIB) command on this system is *EXCLUDE.

© Copyright 2005 SkyView Partners LLC. All rights reserved. 14
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I SKYLIBAUT, - Notepad
File Edit Format Wiew Help
7/24/04 15119228 Carol's Company - W3 (SKYVIEW) ~
Skywiew Risk Assessor =
Library Authorities
The system create default public authority (QCRTAUT) i5: =
*PUBLIC te
Library Authori ty Authori ty Text
ALIBRARY *EXCLUDE *EYEUAL =5
APPOEVSREC *CHANGE *SYSYAL application development source library
AR_DATA *EXCLUDE *EYSYAL Accounts Receivable Production Data
CIW *USE AUTL
CIWTEMP *USE *EYEUAL
CIWTEMPZ *USE TSYSYAL
DOILLING TALL TSYSYAL
TFSTOOL *CHANGE *5YSYAL
OQAFPLIBL *USE *CHANGE
ERM *USE *USE
QCAEXP *USE FCHANGE
QCAPZ *USE *CHANGE
CA400W *USE *CHANGE
QCELLE *USE FCHANGE
QCELLEP *USE FCHANGE
Qoca *USE *CHANGE
nce? *USE *CHANGE
QCLE *USE *CHANGE 2
S £

* All libraries
* QCRTAUT
* Create authority settings

© Copyright 2005 SkyView Partners LLC. Al rights reserved.

Option 41 from the Reports menu

Looks like an IBM report, but provides more
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File Shares

I SKYSHARES - Notepad
File Edit Format

Wiew Help

File shares are created through iSeries Mavigator to allow directories within the IFS to be
available via your network. Just because a directory has a file share associated with it does not
necessarily mean that everyone with access to the network has access to the directory. After the
directory (or path) is made available to the network, OS/400 or i5/03 security takes over. Soif a
directary has been excluded for the general public, only those users with ALLOBJ or those that
have been given explicit authority to the path can access it. Unfortunately, given the default
authorities (that is, wide-open nature) of most of the file systems on 05400 and i5/05, most
directories, once made available on the network are available to everyone.

IBM ships sorme default shares. To see a list of file shares defined for your dyster, see the
SKYSHARES report.

Share Name
CERTAUTH

4

IFSTOOL LIE

724,04 18:1%:40

Carol's Company - w3 (SKYWIERW)
skywiew Risk assessaor
File Shares

Fath Name Description
SOIBM/Userbata ICSs,Cert Download,/ Certificate Share
Certauth

4Q5YS.LIB/IFSTOOL. LIE

AOCA40 Ca/400
AOIBM/FrodDataA0s400,/00 sy 0S5/400 —-- Directory Serwvices
SOIEM IBM Froduct Directories

v Share for root

© Copyright 2005 SkyView Partners LLC. Al rights reserved.

Option 44 from the Reports menu
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B Intent is to raise your awareness of the potential for
Trojan horses
W Network exit points
W Trigger programs
W User profile command exits
B Command exits
B Network attributes
B |[FS scan exits (new in V5R3)

EI@VIEW
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[Section 6: TCP/IP Security

assessment.

Auto-Start Values

TCP/P Server Auto -Start Value
*SNMP “YES

"ROUTED “NO

"BOOTP “NO

“TFTP “NO

"DNS WO

© Copyright 2005 SkyView Partners LLC. Al rights reserved.

TCPAP provides interesting security challenges. You have some configuration options that help
manage the security aspects of each server. These are discussed below. Part of TCPAP security
demands that you monitor the users having *IOSYSCFG special authority. (Configuring and
managing TCPAP requires "I0SYSCF G.) TIOSYSCF G was discussed in the User section of this

The auto-start value determines which servers are started when the Stat TCP/IP (STRTCP)
command runs, The table below lists the current setting for each server. Please review this table
If you are not using the application, you should not have the server auto-start. If you don't want
one of these servers automatically being started, you can change the auto-start parameter using
the appropriate GHGxxsA command, where xxx is the server name.
(Change ETR Attihotes).

18
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Section 7: Adopted Authority

Adopted authority is a way that you can temporarily give authority away. Adopted authority is an
attribute of a program - the user profile attribute. When the program is defined as User Profile
“OWMYMER that means that when a user runs that program, the authority checked by 0O5/400 or
I5/05 will be first the autharity of the user running the program and then the authority of the
awner of the program. Adopted authority gives application owners great flaxibility in how to
authorize and secure objects owned and accessed by the application. However, this flexibility can
also be abused and you need to monitor programs that adopt authority - especially the authority
of powerful users:

—>  The SKYADPAUT repor lists the objects that adopt "ALLOBJ special authority. The intent of
these objects should be understood and manitored to make sure no one is abusing the use of
adopted authority.

EI@VIEW
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Section 8: Miscellaneous Security Topics

User Objects in QSYS

When someone with evil intent wants to harm your system, they will sometimes try to "hide" a
rogue program or other object in the QSYS library, believing that it will not come under scrutiny
because some administrators assume that everything in QSYS comes from IBM. The

— CKYOSVSUSR rapott lists the user created nhjects in OSYS. You will want to review this report
to understand these objects and ensure they are appropriate

B SKYQSYSUSR - Notepad

File Edit Format View Help
| 7/24/04 18:23:147 Carol's Company - W3 [SKYWIEW)
Skywiew Risk Assessaor
User Objects in Qsvs
Created Creation
Ohject Type by User Date Text
+PGM < a7,/02 /03 Fgm that adopts to display *ALLOE] joblaogs
ENDTMEEFT Mo QLFAUTD 06,/27 /02 End TME Endpoint
—pll QCMD2 *PGM Caw 07 /01,04
STRRSESVR *CMD 0svys 07,717 /03 START RSE SERVER
STRTMEERT *CMD QLPAUTD 06/27 /02 Start TME Endpoint
< >
Option 84 from the Reports menu
Looks like an IBM report, but filters out more extraneous info V | E W
© Copyright 2005 SkyView Partners LLC. Al rights reserved. 20 www.skyviewpartners.com

Copyright SkyView Partners, 2005. All Rights Reserved



