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Two issues that need to be resolved:

B Authentication
W Prove you are who you say you are

B Authorization
B What you have access to once you're authenticated
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B Expensive
B To Create
B To Communicate
B To Reset (lost productivity)
B To Reset (Help Desk staff and/or Application to reset)

B To Reset (Time to change application profile password or else
application downtime — yikes!)

® A pain
® Toremember
B Because you aren’t supposed to write them down!
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Kerberos Server

(sometimes called a Key
Distribution Center (KDC))

T '

1- User providgs user id

and password / T
4-Client passes service

2- KDC passes back a . —_—
ticket for authentication
ticket granting ticket

) (rather than user id and
(TGT) to the client

password) for Telnet,

A 4
3- TGT is sent back to KDC

iSeries Access for

Windows functions,
APACHE web server

to request a service ticket

Service ticket is sent back
connections, etc.
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Network running on
Windows Server

Kerberos -enabled client

Active Directory uses
N Passes a service ticket to
Kerberos as authentication

Kerberos -enabled server

mechanism
or service
=
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B By how many names are you known around the network?
® #CWOODBU
B SECOFRCW
® CWOODBUR

B Here's where EIM comes in

® EIM maps a known identity to what you should be known as on a
particular system.
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Client passes a service
ticket to OS/400 services for

authentication for

Sign in to network as #CWOODBU . Telnet

Client receives a TGT . All iSeries Access

functions
« (ODBC, JDBC, etc)
. iSeries Navigator

When using an OS/400 sgrvice
TGT is used to request ST

. DRDA
. NetServer
—
= - . LDAP

. QFileSvr.400

!-_ Server performs EIM lookup
.
—+ Job runs as UCJW
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B Configure Network Authentication Services (NAS)
B Configure Active Directory (Kerberos Server)

B Configure EIM
B Domain
B Registry
W Associations

B Configure iSeries Access for Windows

EI§AVIEW

PARTNERS, LLC

© Copyright 2005 SkyView Partners LLC. Al rights reserved. 12 www.skyviewpartners.com

Copyright SkyView Partners, LLC, 2005. All rights reserved.



www.skyviewpartners.com

B Read the instructions in their entirety !!!
® IBM Information Center
B Redbook
W Experts’ Guide ...

B Start bribing your network person
H You're going to need their help!!!

m And....
B You must do some planning !!!
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B A Kerberos server
® Need sufficient rights to configure this server

H System
B 0S/400 V5R2 or later
W Host servers
B QShell (option 30)
B Crypto Access Provider (5722AC3)
B Profile needs

B *ALLOBJ, *SECADM and *IOSYSCFG
B Home directory configured

B Client
B iSeries Access for Windows V5R2 or later
W iSeries Navigator — specifically the Security and Network components

® Windows XP, 2000 and 2003
EAVIEW
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You must determine:

B Which system will be your

B Kerberos server
B EIM domain controller

B Your naming convention
B What applications or services

B Which users will participate
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B Launch the NAS wizard out of iSeries Navigator
B Server name->Security->Network Authentication Services

Network Authentication Service Configuration - Specify Realm Information

Qa Touse Kerberos, a systemn must be configured to be part of at least one

Kerberas realm. This realm is known as the default realm for the systern.

YWhat is the default Kerberos realm for this system?

Default realm: [FOREST.SKYWIEWPARTMERS. COM

ﬁ Back ’ et | x Cancel
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B Set
B QDATE
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System clocks must be within 5 minutes

B QUTCOFFSET or QTIMZON (in V5R3)
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s som g TP

MemberOf |  Diakin |  Envionment | Sessions
Remate contral I Terminal Services Prafils | COM+
General | Address  Account | Prafile | Telephones | Oraanization

User lagon name:
IkrbsdeU!skyvlew.skyvlewpaltnels I@lmast skyviswpartners com j

Usr logon name (pre-windows 2000)
[FORESTY [astt0

Logon Hours. LogOnTo. |

™ Eccount s locked oub

AccoLnt gptions:

™ User must change password at next logon ﬂ
™ User cannot change password

[V Passward never evpires

™ Store password using reversible enciuption =l

I~ Account expires
(= Never
 Erdof [ Fide . August 13 2004 =

T I |
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B User that NAS
will use to
communicate to
the Kerberos
Server
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B Launch the EIM wizard out of iSeries Navigator
B Server name->Network->Enterprise ldentity Mapping

Enterprise Identity Mapping Configuration Wizard - Welcome

How do you want to configure EIM on your system?
" Jainan existing damain
@ Ereate and join a new domair

Click Cancel at any time to cancel the wizard

Welcome to the Enterprise [dentity Mapping (EIM) Configuration Wizard. This
wizard will help you to conflgure wvour systemn to participate in an EIM domain. You
can configure your systermn to join an existing domain or you can create and
caonfigure a new EIM darmain with your Directory server as the domain controller.
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Series Navigator

le Edit WView Help

10 minutes old

=

# [7) P Policies
1 B windows administration
Enterprise Identity Mapping
&b configuration
B pomain Management
= Bl Ex-test (Skyview)

o

Identifiers

)
B miermet

[ IBM Network Stations

futhorization Lists
Palicies

=4} Metwork Authentication Servi v
I | ¥ A

|~

B Asdd a new user registy
) Create a new identifier

B Add 5 cornection
(D Install additional components
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Enwironment: My Connections [ Skyview: User Registries
G Metwork A | Registr i Type | Description
fest % TCPIP Configuration 5192.168.1.2 Q5f400 1P address

[+ Remate Access Services BASFOREST, SKVWIEWPARTNERS. .. Kerberos Created by wizard.

1 [ servers B3 skoyviem. skyviswpattners.com  DS(400 Created by wizard.

|®

¥ Help for rslated tasks
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| EELQAVIEW

New EIM Identifier - EIM-test.
Dornain
Add Association - Yanderwall
Identifier:
e %i# Yanderwall Properties - Skyview:
General Assocwatiansl
Descrip
Associations for EIM identifier. Vanderwall
[ Aliasef
Allae] User Association Type ! Reqistry Registry Type |
1 %}Juhnv Source FOREST.SKYVIEWPAR... Kerberos
!53 VANMDERWALL Target skyview.skyviewpartner... OS/M400
Rermoye
oK cancel | Hem |7
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Skywview Properties
Administration System ! Directary Services I
General Connection | Secure Sockets

Connection

i~ User ID signon information

Service I—‘
UserD:
Licenses

~ Signon informatin
" Use Windows user name and password, no prompling

Caral

 Use default user ID, prompt s needed

 Prompt every time

& Uise Kerberos principal name. no prompling

Time-out for signon
a0 ~ | seconds [1-3800]

- Secu
Cunent security: Mot secured
% Use Operations Mavigator defaull

" Mat secured

1 Use Secured Sockets Layer [S5L)
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B Download the latest PTFs before starting
B Read the instructions !!!
B Get help from your network resources

B Plan before you begin
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B www.iseries.ibm.com/infocenter
B Network Authentication Services (NAS)
m EM
W Single Signon
B [dentity tokens
B www.ibm.com/eserver/iseries/toolbox/downloads.htm

B Windows-based Single Signon and the EIM Framework
(redbook)

B www.ibm.com/redbooks

B Experts’ Guide to 0S/400 and i5/0S Security by Carol
Woodbury and Patrick Botz

B www.pentontech.com/education
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