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Single Sign-on
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Single Sign-on

Why ?

Benefit for end users and administrators

= No more “cached” passwords
= Less password resets

A dream or reality ?
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Notes: Single Sign-on

= Simplifies the process for the user; access is controlled under the covers
= Simplifies administration

Rely on existing security semantics already in place for existing data
Reduces load on administrators for "lost" passwords and therefore cost
Reduces client side risks (cached passwords, post-it notes, etc..)

= Makes it easy for customers to associate a user's multiple identities in the enterprise
and to manage those associations
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Vertical or Horizontal?

= Sign on once to the network using a user ID and password

= Subsequent connection requests to application services and resources are
authenticated without prompting for the user ID or password

= Taking different identities for various
applications for a single entity into

consideration is desirable
ﬂical SSO

e

Horizontal SSO
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Building blocks

How ?
Several components to build a SSO enabled environment

= Authentication source (e.g. Kerberos or LDAP)
= EIM: Enterprise Identity Mapping

= LTPA keys

= Credential vault

= TAM: Tivoli Access Manager
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Notes: Building blocks

= The term single signon is often misinterpreted or confused with having a single user ID and
password to sign on to a system. However, in most cases, users still have to sign on to
each application or service individually. With a true SSO solution, a user signs on only once
to the network (a central authentication service) and then accesses all participating services
without re-entering a user ID or password. Many available SSO solutions, however, only
offer a SSO in a Web environment. It is desirable to have a SSO solution that works for
both browser-accessible applications and local applications, such as Telnet or DB access.

= With SSO, we distinguish between horizontal and vertical SSO approaches:
Vertical SSO describes an approach where a client signs on from the client to each
individual server using SSO.
Horizontal SSO involves a client signing on, for example, to a server application, which

in turn connects to another server to access a database, signing on on behalf of the
user (also with SSO).
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EIM

EIM defined: Identity associations across
user registries associated with operating system
platforms, applications, and middleware.

= EIM is a mechanism to map Windows 2000 Server

(associate) a person or entity to the
appropriate user identities in various — )
= w Domain Controller
kdc1jtso.myo.com iSeriesA.itso.myco.com

registries throughout the enterprise  jgmin -l_';

realm = itso.myco.com

EIM Identifiers
John Smith Sharon Jones

Sjones - |
i

Kerberos principal Jsmith Sjones
Series A user name | Johns Sharonj
iSeries B user name  |Smithjo Jonessh

zSeries C user name j: :ﬁ Joness2

X : iSeriesB.itso.myco.com
zSeriesC.itso.myco.com
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Kerberos and i5/0S enabled applications

= Host servers (used by iSeries Access for Windows)
Telnet

QFileSrv.400
Database Connectivity (DRDA, ODBC, JDBC)

= NetServer

HTTP Server for iSeries (powered by Apache)

LDAP
= Windows Integration

= Management Central

FTP (via Exit program on QIBM_QTMF_SVR_LOGON)
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Notes: Kerberos and i5/0S enabled applications

= OS/400 client and server applications that are currently enabled for SSO are:
0OS/400 Host Servers (5722-SS1 Option 12): Currently used by iSeries Access for Windows and iSeries Navigator.

Telnfet server: Currently used by PC5250 and IBM WebSphere Host On-Demand Version 8: Web Express Logon
eature.

Open Database Connectivity (ODBC): Allows SSO access to OS/400 databases through ODBC.

Java Database Connectivity (JDBC): Allows SSO access to 0S/400 databases through ODBC.

Distributed Relational Database Architecture (DRDA): Allows SSO access to 0S/400 databases through ODBC.
QFileSrv.400

LDAP Server: Supports Kerberos authentication only. EIM is not used during the authentication process.

= The following applications were enabled for EIM, Kerberos, or both in V5R3:
Management Central for authentication between endpoint systems and the central system.
Windows Integration for user enrollment and for submitting network server commands.

HTTP Server for iSeries (powered by Apache) when using Microsoft's Internet Explorer 5.0 or later. This support was
also added to V5R2 via the HTTP group PTF.

The V5R3 enhancement of storing user certificates in LDAP servers also provides the ability for 0S/400 applications,
such as the FTP server, to use EIM for lookup operation of a target association. This function only pertains to
0S/400 applications using digital certificates for client authentication. It is not related to Kerberos at all.
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Scenario 1: Traditional configuration

EIM domain
controller

Step 1: Authentication
with a kerberos source
(Active Directory or
KDC in i5/0S Pase)

Telnet Server

5
Step 5: Sending userid

to telnet server 3

—>

a telnet service.

P Step 3: Retrieving
6 userid and sending
Step 6: Main request to EIM Domain
menu on 5250 Controller
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Notes: Scenario 1

AP_RQS AP_RES
krbsvr400/SysA krbsvr400/SysA
John Doe John Doe
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Scenario 2: e-business configuration  Step3: Lookup

EIM domain
controller

Step 1: Authentication

with a secured

Websphere Application 1
Server

Step 2: Via Identity
tokens is the
connection to the
iSeries secured

DB Server

Idap://mercure:389
cn=users, o=ibm,c=be
cn=user1
uid=userid1
PWA=XXXX
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Scenario 2: LDAP

£ LDAP Browser\Editor v2.8.2 - [ldap://mercure/o=ibm,c=be] =] m
File Edit View LDIF Help
9] 2[a/8|n 6]+ [[a][2]z]

1 o=ibrn,c=he - |4 Attribute | walue
@ ] ch=users brm-appuuid 166hacE0-0e87-11da-9c9d-84dh43023640

@ [ uid=hart mail wpsadmin@MERCUREWCS. BE.IBM.COM

D ugerPassword BIMARY (25[1)
© O uigewi . uid wpsadmin
uld=wigne objectClass top

& T uid=hds ohjectClass person

© [[F uid=masschel ohjectClass organizationalPerson
@ [ cn=groups ohjectClass inetOrgPerson

@ [ cn=iscadmins ohjectClass ihm-appuuidaoy

@ 7 cn=admins an wpsadmin

© [ cn=wpsadmins A wnsadmin
Ready. 3 entries returned. u

Idap://mercure:389
DN: uid=wpsadmin,cn=users,o=ibm,c=be
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Notes: LDAP

= The Lightweight Directory Access Protocol (LDAP) is an open industry
standard that has evolved to meet these needs. LDAP defines a standard
method for accessing and updating information in a directory. LDAP has
gained wide acceptance as the directory access method of the Internet and
is therefore also becoming strategic within corporate intranets. It is being
supported by a growing number of software vendors and is being
incorporated into a growing number of applications. For example, the two
most popular Web browsers, Netscape Navigator/Communicator and
Microsoft Internet Explorer, as well as application middleware, such as the
IBM WebSphere Application Server or the IBM HTTP server, support LDAP
functionality as a base feature.
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Scenario 2: e-business configuration

= |ldentity tokens and LTPA keys Lotus. software
LTPA is the decriptor of the token LTI software

IBM @server:

= |dentity token together with EIM TR software
= Credential vault (shared or not) [ WebSphere, BTTE)
= TAM: Tivoli Access Manger Tivoli UL

Where is the standard ?
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Notes: Scenario 2

= |ldentity tokens is one mechanism to authenticate EIM). LTPA keys
are also possible (export import), but both the application server
must be secured and must refer to the same LDAP server.

= TAM: Tivoli Access Manger. Tivoli has its own product (compared to
EIM) to map users.
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References:

= Implementation and Practical Use of LDAP on the IBM iSeries™
Server, SG24-6193
= Using LDAP for Directory Integration, SG24-6163
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SSL: Secure Socket Layer
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Layered implementation of security
To achieve the highest level of protection, security should be
implemented in layers.

Corporate Security Should meet security goals
Physical Security
Network Security

System Security

Application
Security
SSL, exit
programs

User education
Locks, access control
Firewall, VPN gateway

LAN interface

Object access

Intrusion detection
Security policies

User profile

UPS, backup comms lines

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation



Common Luxembourg

Notes: Layered implementation of security

Simply implementing a firewall is not enough to prevent unwanted access to confidential data on your
systems. Implementing security in your e-business environment must begin with your corporate security
plan. After you determine what the security plan entails, you must tailor it to secure your environment at
all layers identified.

The implementation of security in various layers should always meet one or more of the following common
security goals:
Authentication: Determine that the users are who they claim to be. The most common technique to
authenticate is by user ID and password.

Authorization: Permit a user to access resources and perform actions on them. An example of
authorization is the permissions on OS/400 objects.

Confidentiality: Only authorized users can view the data. For data that is transmitted through a
network, there are two ways to achieve this goal:
Make sure that only authorized persons can access the network
Encrypt the data

Integrity: Only authorized users can modify the data, and they can only modify it in approved ways. The
data is not changed either by accident or maliciously. For data that is transmitted over a network,
there are two ways to achieve this goal:

Make sure that only authorized persons can access the network (not easy to achieve in public
networks such as the Internet)

Digitally sign the data

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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SSL: Secure Socket Layer

= SSL is at no cost on i5/0S

= A lot of services can be secured:
Telnet, HTTP, Hostservers, Object Signing

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Notes: SSL

= Nowadays, security is one of the main topics in the industry. i5/0S is secure
because of its outstanding security framework, but it can always be better.

= Sniffer tools are dangerous for password catching ,e.g. Telnet, HTTP and FTP.
Netserver uses already encrypted passwords, the http server on i5/0S can be
secured via Basic Security ... but this is not secure enough ( and
you find already a decriptor)

= SSL or Secure Socket Layer is the mechanism to encrypt ALL your traffic to and
from the i5/0S box and is free of charge.

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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How ?

SSL and Certificates

= Server authentication:
The certificate to do the encryption is downloaded first to the client and then the
SSL connection is started.

= Client authentication
First: Server authentication
Second: Client passes his user certificate to the server and gets validated.
Remark: When installing the user certificate a private key is generated.

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Notes: How ?

Certificates are used by SSL to implement much of the encryption/decryption and
validation work. These certificates used by SSL are stored in key databases
(sometimes called key stores). There can be several different key databases on each
platform (PC, iSeries, and so on). These databases are usually protected by a
password. It is very important to have SSL certificates under key database password
control on iSeries, because data inside each certificate makes it possible for SSL to
establish trust and validation for each connection. It is also very important to track and
understand when the certificates you are using will expire, so you can renew them
ahead of time. Failures can occur if you use an expired certificate. To view and renew
your configured certificates, use Digital Certificate Manager interfaces.

SSL gives some performance overhead, therefore Cryptographic Coprocessors are
available.

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Notes: How ?

= If the iSeries is used to create client certificates, a browser capable of importing/exporting secure
PKCS12 files is required. (Currently Microsoft Internet Explorer 5.x and Netscape 4.x or later have
this capability.) After the client certificate is created, you need to export it from the browser and
import it into the PC SSL key database using IBM Key Management.

= Next to iSeries certificates you can also use Versign certificates ( ) or
Geotrust ( ).
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Prerequisites
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Notes:

IBM Digital Certificate Manager (DCM), option 34 of OS/400 (5722-SS1).

= TCP/IP Connectivity Utilities for iSeries (5722-TC1).

= |BM HTTP Server for iSeries (5722-DG1). If you are trying to use the HTTP server
to use the DCM, be sure you have the IBM Developer Kit for Java (5722-JV1)
installed. By default on the iSeries, this product provides the iSeries HTTP
Administration Server, which has a link to the Digital Certificate Manager from the
administration server’s initial page. If you need to start this administration server,
enter the following Start TCP Server command from a 5250 session: STRTCPSVR
SERVER(*HTTP) HTTPSVR(*ADMIN)

= The IBM Cryptographic Access Provider product, 5722-AC3 (128-bit). The bit size
for this product indicates the maximum size of the secret material within the
symmetric keys that can be used in cryptographic operations. The size allowed for
a symmetric key is controlled by the export and import laws of each country. A
higher bit size results in a more secure connection.

= Client Encryption product, 5722-CE3 (128-bit). iSeries Access for Windows needs

this product in order to establish the secure connection.

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Why SSH? (Secure Shell)

Again ... normal communication is not secure.

Sniffer tools are dangerous !

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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What is SSH? (1/2)

= SSH is a program to log into another computer and run commands
= Entire datastream is encrypted

= OpenSSH is the free version of the SSH protocol suite

= Several utilities (ssh — sftp - ...)

= Two protocols are available: SSH1 and SSH2

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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What is SSH? (2/2)

= ssh is the client utility used to connect to and run command a
server running the SSH daemon (sshd) i ,
ssh [user@]hostname [command]

0o °
PR S

= The ssh client is also needed to conne
.

= A popular ssh client is PuTTY {n\ \ i
idnts

Categore

Available for Windows and U r@ 5 Bt e ey PATTY s
togaria BTyt bk et oV P o T s
=) Teminal ‘Host Name (o [P addvess) Poit

Keyboard [ hmeuni |[22 |

O Bk Piotocol
(\ L | GRan  OTdst Oflen @SH
bppestance | Laad, saye or delels 3 stored ssssion
Behaviour Saved Sessions
P Trans\étlun WMcuos ]
Selection B ——

| Default Settings
Colcgre | A1 520 Bobelingen

& Connaction | HMC 520 Bobeingen
Frosy
Telnet | Linu 520 Bobelingen
Rlogin | Linussvr Barlen Home Internet
= 58H | Linuizst Barlen Home Dffice
Auth
Tunnels

2 Close window o sxit
g Oiblwavs - O Mever () Only on clean exit
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Portable Utilities for i5/0S

= Portable Utilities for i5/0S is a license program product (free of charge)
LPP number 5733-SC1 (only in 2924)

= Requires i5/0S Portable Application Solution Environment (PASE)
5722-SS1 Option 33

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Firewall and other
security enhancements

September 28, 2005
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Support of Linux-based firewall

= StoneGate Securi D —
_>
software on
_——> . .
IBM iSeries

* FW, VPN & IPS
appliances
_ = o with
= throughput-
\h based
‘ licensing

New tools and techniques with V5R3 and Power5
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FW,VPN & IPS
software on
Intel-based
hardware IP-

based licensing
IBM xSeries

FW & VPN
servers

FW & VPN
— psoftwareon

IBM zSeries
Mainframe

STONESOFT

Real World Business Security
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StoneGate Firewall & VPN for iSeries

= When:
New workloads, new technologies

New iSeries installations
Legacy firewall replacement

=  What:
Linux powered, advanced security inside iSeries
Secure server consolidation
Secure network virtualization

= Benefits:
Best security and availability over the Internet
Next-to-application firewall and VPN security
Easier to manage and maintain

Infrastructure simplification

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Linux-based firewall

= Provides
Multi-Layer Inspection
packet filtering
stateful inspection
application layer inspection :
Standards compliant VPN Presentation
IPSec compliant Session
Multi-Link Technology :

Application

Transport
Manageability
= Application layer security with Protocol Agents
= Remote upgradeable
= Operating system hardened for firewall and VPN
use

Includes only modules needed by StoneGate

Network

Stonegate Firewall Engine

Data Link

Physical

e.g. sshd included in the standard installation — no telne

Read only filesystem (romfs)

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Firewall on iSeries: Packet filtering
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#1 (Wz Management Central (Mercure)

/B work Management
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A
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NetServer
FTP, NFS

Antivirus scanning

Viruses cause significant damage to businesses every year

= Infrastructure support added for enhanced virus scanning for the
Integrated File System (IFS)

= Allows third-party vendors to develop antivirus scanning software
that plugs into i5/0S (OS/400)

= Scanning support available to scan for any other purpos:
an object is opened or closed

pread virus m

New tools and techniques with V5R3 and Power5
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Integrity

Antivirus scanning

= 0S/400 keeps track of all changes and only calls the scanning
software when files or virus definition files change.

Scanning behavior can be controlled via IFS object attributes and
system values.

= Only objects with IFS *TYPEZ2 in /root, QOpenSys and UDFS file
systems are scanned.

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Integrity

= Virus scanning products can register to the following exit points:
QIBM_QPOL_SCAN_OPEN: Integrated File System Scan on Open Exit Program
QIBM_QPOL_SCAN_CLOSE: Integrated File System Scan on Close Exit Program

= System-wide behavior

Antivirus scanning

F3 Security Policy Properties - As25 -0 x|
Contr0||ed via tWO new General | Public authorty | User Domain Objects | 563711 Shared Memary |
( [V Use registered exit programs 1o =can the rocttf), QOpenSys, and user-defined file systems
System value Sezmaminel
QSCAN FS © Use default soan control options

& Use specified scan cortrol options

Scan cortrol options

[~ Sean accesses through file servers only
SySte m value I Fail recuest if extt program fails
N QSCANFSCTL I P e e

By Basic Operations I~ Use 'only when ohjects have changed aftribute to cortral scan
@ wark Management I Fail close recusst if soan fals during closs

conﬁguratlon and Service [¥ Scan on next access after object has been restored
Metwork
Security g o | cencel e 2]

Authorization Lists
andGuard Anti-Virus

[ Policies) P Security Policy
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Integrity

= Which files are being scanned can be further controlled via IFS object attributes.
= The following two new attributes were added and can be set via the Change Attribute
(CHGATR) command:

*CRTOBJSCAN: Specifies whether to scan objects created in a directory

*SCAN: Specifies wheth can a specific object
el ases ) [ ervver )
7B Basic Operations G envar Properties - A525

Antivirus scanning

|

¢1-E5 Work Management Properties
3l g Configuration and Service General| Storage | Use  Secuiiy |
H Metwork.
o Auditing value: -
{36 Security 3 Change =l
r @ Users and Groups
o1y Databases User and group 10 when in
13 Flle Systems User ID; Use ohiject valus (Barlen) =
Bl Irkegrated File System .
T B Root IR R e Use ablect value (honz) -

3 bin
- CALAB ¢ el

(2 dev Scan object: es -
et Status: e ——————————
21 home '

(22 barlen Scan signatre; [&rly when object has changed

= 424 QUSER: | Binary scan;

CCEIDs

CHGATR OBJ('/ home/ quser/envar') ATR(*SCAN) VALUE(*NO
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Time Synchronization
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What time is it?

= V5R3 SNTP client
changes system clock instead of software clock

= V5R3 SNTP server support
iSeries serves time to other clients

- External
1Senies Time Sourca

= iSeries SNTP client and server can
run concurrently

Cliont A

iseries
Server B

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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SNTP Configuration in iNav
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System values

= QDATETIME
Composed of system values QDATE and QTIME

= QTIMADJ
Time adjustment system value
Identify the software to use to adjust system clock
Keep system clock synchronized with external time

source
EERSEESNET=wrnRsSs - alnia
[ )
-Ilfﬂ l‘isﬂ

= QTIMZON

mmq—-n
Central European Time: QP0100CET2 F

ﬂ-_ﬂ_ﬂ“ﬂ.—ﬂ—ﬂm »-.
o b

M Cormm Sarsied (e (5T

I | et 2o

E S S L 1
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Need a break?

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation

Common Luxembourg

COMMON Belgium
Infrastructure management

Fabian Michel IBM Belgium s.a.
Avenue du Bourget, 42
Senior IT Specialist B-1130 Bruxelles
September 28, 2005 IBM Certified Tel. +322 225 38 22

Fax +32 222523 68
E-mail: fabian_michel@be.ibm.com

September 28, 2005 © 2005 IBM Corporation



Common Luxembourg

Agenda Part 2

= Virtualization

» LPAR managment facilities
~ WebSM

— Portable Utilities 5733-SC1 (OpenSSH)
— Uncapped Partitioning

= Tivoli Storage Manager (TSM)
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Virtualization Engine

Virtualization is delivered 535"3}; P — 0 ‘F‘
natively in IBM # = . - B B A B Y0
® iSeries™ servers. IBM
Virtualization Engine - for

T r————

R E Systems edition
Systems technologies can | -
. . - e T T
be used to help simplify e s | S e it z

S

your IT infrastructure, et
without disruption. You're
then able to focus on
continued business
innovation and growth.

e e i et o] |

http://www-03.ibm.com/servers/eserver/about/virtualization/systems/iseries.html
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Key Technologies

" DLPAR Dynamic logical partitioning increases flexibility, enabling selected system resources like
processors, memory and I/O components to be added and deleted from dedicated partitions while they
are activeIP/ in use. The ability to reconfigure dynamic LPARs enables system administrators to
dynamically redefine all available system resources to reach optimum capacity for each partition.

- Mlcro-Partltlonlng ™ The POWER5™ processor introduces an enhanced partitioning
model based on established mainframe technologies and LPAR/ DLPAR implementations on
POWER4™ and POWERA4+™ servers. Micro-Partitioning enables the virtualization of system
resources on an extremely granular level. In POWERS5 processor-based systems, physical resources
can be abstracted into virtual resources that are available to partitions. Resources can be shared
easily, and changes in resource allocation are transparent to users.

= |BM Director Multlplatform: IBM Director Multiplatform enables monitoring and
event management across a heterogeneous IT environment, including Windows®, Intel®, AlX, 0S/400
and Linux®, from a single Java-based user interface. From one access point, you can monitor system
resources, inventory, events, task management, core corrective actions, distributed commands and
hardware control for your servers and storage.

= |BM Virtualization Englne console: Many editions of iSeries and i5 servers
feature Virtualization Engine console. The console is based on the IBM Integrated Solutions Console
framework to provide a consolidated view for managin%ﬂyour virtualized enterprise resources. The
Virtualization Engine console works with IBM Director Multiplatform to present a comprehensive view of
individual platforms.

Virtual Ethernet: without requiring any additional hardware, the POWER5™-based
iSeries systems provide 1Gb Virtual Ethernet communication paths between multiple operating
systems such as i5/0S™, Linux® and AIX® 5L. Virtual Ethernet segments can be dynamically created
and access to a virtual LAN segment can be restricted for security or traffic segregation requirements.

Virtual 1/O: The virtual 110 Server is a special-purpose partition that provides virtual 1/0
resources to client partitions. The Virtual I/O Server owns the resources that are shared with clients. A
physical adapter assigned to a partition can be shared by one or more other partitions, enabling
administrators to minimize the number of physical adapters they require for individual clients. The
Virtual 1/0 Server can thus reduce costs by eliminating the need for dedicated network adapters, disk
adapters and disk drives.

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Getting started

~__~ | The information center!

il 1B Vatualizason Engme
—_— e ——

http://publib.boulder.ibm.com/infocenter/eserver/v1ri/en_US/index.htm?info/veicinfo/eicarplangeneral.htm
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What is the Virtualization Engine Console ?

= Virtualization Engine Console :
Integrated system management interface for IBM
Virtualization Engine environment
Web based interface
Portal application for a system administrator who manages i
server, storage,... . "
Major functions : = x
Health Center

Provide a system administrator with overall resource
health of managed resources in a consistent way

Resource Health
Monitor
Execute Task
Integrate and Enhance existing management server
(ex. IBM Director)
Launchpad
Launch system management consoles from single
access place
Web client , local application client

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Virtualization Engine Console implementation

Director Console Managed Server

VE Console Bridge Management Source

| Director MP IBM Director
Bridge (WAS) MP Server

v

Resource Monitor

Redhat AS2.1 Process Management
Event Log Managemen?

(xSeries 235)
- 2 Services
[l @ i5/0S (iSeries 520)  System Monitor

JOB Management

Management Management
Central
Bridge (WAS) Central

Resource Monitor i5/0S
Process Management (iSeries520)
Event Log Management

g 15‘

iSeries Navigator

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Supported functions of each Management Source

[Virtualization Engine | Cluster Systems Director Management Central | IBM Tivoll
| Console Management Multiplatiorm or TBM Monitoring 5.1.1
Dirccsor 420
Resource Anode or a group of | A physical resource | The healthof the | not supported
nodes running either | or logical group

AIX or Linux managed by the IEM [ server is cherked by

managed by a Cluster | Director Server. wvestfying the TCP/IP

Sysiems Management connection. 1f TCP/IP

(CSM) server 15 up, the heanbeat of

the server Is raporting
in, and the server 1s
considesed to be
healthy.
Monstor A Resource A threshold A Management Trvoli Momutoning

Monutoring and (ndvidual, group,  [Central server has | monitors resources at

Control (RMC) process mont system, Hile, job, distributed

condition monitoring | monitoring an message, and BZ8 | In this context, a

fesources o one or | attribute on a system [ activity monitors. | tesource is anyihing

more endpotnt or systems managed that affects the
systems managed by | by an [BM Direcior operation of &

2 CSM management computer system and
includes physical and
logical disks,
procassors, memory,
printars, 25 well a5
the processes and
services running.

|[Custom task. A predefined DCEM | A set of custom tasks

task exposed to the | assisting in Director | command and
M

console through CSM. | Director and console [ stored i
maintenance. Management Central
Logs Logs are AIX system | The Direcior Event | Management Central | not supponed
logs and error logs | Log on the [BM does not map any
Director Server and | logs into the
the filters that are | Virtualization Engine
| defined on this log. e
Processes AIX processes and | AIX or Linux Management Ceniral | not supponed
services that are processas and maps jobs into
running on the services or Windows | processes.
endpoint system. | applications
| depending on the
operating system of
the Director
Multplatiorm or TBM

http://publib.boulder.ibm.com/infocenter/eserver/viri/en_US/index.htm
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VE Console : Health Center sample1

IBM Director event log (message ,severity,..) is mapped into common VE console event log

lat
L8

Ly pr— D Mo e 3] T Moty Tooh w1}

VE Console Log Management *

e I e e |
£ =

LLE )
o b
=7

| Sawad S -
& | SN g AT WM B, E2E TR T S B
Toma |

HAR? e B SR
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11

=
el
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VE Console : Health Center sample2

IBM Director process is mapped into common VE console process

PTG R .
@a=ms-—  Director process management

L]

- wn T e TR ¥ [ TR

[T o e o i e ey T . wn

QF - -5 3@ 0] Swm A AT e L 3 et [ - LT

LA [ bt /1921151 831238421 en conacla St o 10 AT 0 EMD om0 V55 o T 0 BBV B | kg : :: :J.

R — R ' [ i

RS —— " s e

ekograted Sobstios Console PR ——— N i iy

. - S ———— " o vk

HFRIEE #R ] mE ] VewhooVesh xPrope.s ki ——v———— ' W vk

e ; e vik

Ea=i [Fn—77a2—T ] [ E——— " - i

anr EEE—— : = "
EVitaization Engioe Console @) ox R T

EHeaith

View healh center

VE Console process management

Fam custons task.
B > HERUATEy > BLALES > Frocesses

EPreferences
BLanckpad sresanennsanes Run Costom Taagk: =+ 5.
HEnn DR (%7
R Hame I User | CPUTime Memory Usage
= | e, " BIZ | Administrator 000006 1409024
© CHEMHpSavefpah 8% Adszastratee 000007 1482752
O CHEMHpServerfapache ex -] Adsmastrater 000005 152312
T CNEMHHpServerfagache exe 128 Adesisastrater 000040 SIB6E240
©  CNEMWDireciorfoaWefUMSagent exe 1584 SYSTEM. 000003 1777664
© CNEMWDreciorPaWpegmproess 1712 SYSTEM 000008 16400384
O CHEM¥Dwecatonfwgagee e 2632 SYSTEM 000341 20385792
O CHEM¥Dwecsefembruwgenc exe =] SYSTEM 000731 2404352
© CHREMADwsctetomPuwge: exe 1535 SYSTEM 000150 2613248
Lal I afF
& 3 (el Pl
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VE Console : Health Center sample3

IBM Director resource monitor is mapped into common VE console monitor

[Lenanaiiona ] . . [ m=oji
==« = Director Resource Monitor ~—
D%WE o -
QR L] A i PR N |
PP o 190180 WL T T30, -'lnr\ﬁa-'.*'w_ﬂ_n_m_ﬂ._!".:fr- it v T e 8 01U e 1 ERD ) BT
EVimuissen Engee Conssle Adrestion. D Resource heulth (¥
@ Betource health (%) 'E
View wratts 1o ] -
.~ VE Console monitor management
Bl e pad.

lat
o
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VE Console : Health Center sample4

iSeries Management Central job management is mapped into common VE console process

B
r
Hides
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VE Console : Health Center sample5

iSeries Management Central system monitor is mapped into common VE console monitor
-1

(&) Anension D Resmmres b

P . .
ane.. VE Console monitor management |,
HLzaclped

=18
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How does LPAR work today?
The Big Picture

Managed System

i5/08 Linux Unassigned
Resources

Partition 1 Partition 2
POWER Hypervisor

2 Processors fiervice
= Processor
®| Memory Ethernet
g} LPAR
1/0 Slots
z 2 _JAliocation
= Tables
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Interface

-
Deskto
HMC Interface 731 5-c03p
vr.-. T «-n—m—«m....._..m.-mnm et Pt ﬂﬁl
c=0e o] v m%E N e e = =
1 a8 Farrirg [T
ld:.::‘:luln - Fumirg BI0O0INY

Nolmts  DICO0I0)
w1 weamaonied ¥
w0 g scain # (= Bratem Frafles

Navigation pane

Content pane
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What about remote access?

Remote Access to the HMC

Secure Shell
(SSH) Client

SSH Access to
HMC Commands

WebSM Access
through
Windows/Linux/ATX

New tools and techniques with V5R3 and Power5

chsysstate -0 on -r Ipar -m i5_520 --id 5 -f ILINUX

L= ;
Rack-mount
7316-CR2
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http://hmc/remote_client.html

Web-based =
System Manager

Wols based Systom Manager Romote Client Sobection

Sclect the remote chest type

s prmoe ci
I Shind » et Ths he W i;‘:

shr comiode e ot autenaticady evnloaded

Thet pemcite et e bonded by Tuve Wah Seart, shack mint be mptallad sa
e e L T

e ol L g g

L < |

ter username and password for "HMC" at http://hmc

Name:

ord:

(] Use Password Manager to remember this password.

&9 (o)

*
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WebSM live demo!
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What is behind Portable Utilities 5733-SC1?

= Licence Program 5733-SC1 Portable Utilities was introduced
at no charge with every V5R3 SW orders since July 2005.

= |t contains the OpenSSH(Secure SHell), OpenSSL and zlib
open source packages ported to i5/0S using the i5/0S PASE
runtime environment.

= The SSH protocol suite is a software solution that provides
secure alternatives for telnet and ftp.

= OpenSSH is the open source implementation of the SSH
protocol suite. OpenSSH is widely available for use on many
other platforms including Linux, AIX and z/OS.

= How to use ssh to remotely manage HMC resources?

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Utilities available in Open SSH:

= 1. ssh - a secure telnet replacement that allows an i5/0S user to connect as a client to a
server running the sshd daemon. An ssh client can also be used to connect to the HMC
on the IBM Eserver 5xx iSeries models.

= 2. sftp - a secure ftp replacement. As with all implementations of sftp on other platforms,
sftp can only transfer data in binary format. Note that sftp also does not provide the
enhanced functions available in the i5/0OS ftp utility when transferring files in the
QSYS.LIB file system nor does it provide the CCSID data conversion options available
in the i5/0S ftp utility.

= 3. scp - a secure file copy program -- basically an alternative to sftp for copying a single
file in the integrated file system (IFS).

= 4. ssh-keygen - a public/private key generation and management tool. SSH allows
users to authenticate using these public and private keys as an alternative to using their
OS signon password.

= 5. ssh-agent - an authentication agent that can store private keys. ssh-agent allows a
user to load their public/private key pass phrase into memory to avoid needing to retype
the pass phrase each time an SSH connection is started.

= 6. sshd - The daemon that handles incoming ssh connections. The sshd daemon utility
allows users to connect to i5/0S via an ssh client. In contrast to connecting to i5/0S via
telnet and being presented with a 5250 screen interface, users that connect via ssh to
an i5/0S system running the sshd daemon will be presented with a character interface
and an i5/0S PASE command line.

= More details on this utilities found at: http://www.openssh.org/manual.html

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Installing the OpenSSH licence program in i5/0S

= Install the licence program 5722-SS1 Option 33 - Portable
Application Solutions Environment (PASE).

= Install the licence program IBM Portable Utilities for i5/OS using
the command RSTLICPGM LICPGM(5733SC1) DEV(OPTxx)
OPTION(*BASE) RSTOBJ(*ALL) LNG(2924).

= Install the licence program 5733SC1 Option 1 OpenSSH,
OpenSSL, zlib using the command RSTLICPGM
LICPGM(5733SC1) DEV(OPTxx) OPTION(1) RSTOBJ(*PGM).

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Configuring SSH

RN

Create a new HMC user (to be performed on the HMC with

adequate wizard).

Create a corresponding i5/0OS user profile

Signon to i5/0S with this user profile and run call gp2term

Create the directory called user under /home

Change the owner ship of the directory user using the command

chown user user

Go to the directory cd /home/user

Generate the ssh key by using the command ssh-keygen -t rsa.

Go to the directory cd /home/userl.ssh

Run a command cat id_rsa.pub and copy the displayed key

0. Establish the connection to HMC from gp2term shell using the
ﬁc')&'ncn;and ssh -T x.x.x.x (where x.x.x.x is the IP address of the

11. run the command mkauthkeys to authenticate the key which we

have generated mkauthkeys --add ‘paste the key here.
12. Run a command ssh -T x.x.x.x to logon to HMC.

SOVeN® kWb
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lpenSys fsse fhinf-sh

total 32
deuzpuzrux. 2 fred ] 8192 May 13 15:45 .
druxrusrux 13 gays ] 8192 May 13 15:45 .
&

> pud
éhnme!fred

2 ssh-keugen -t rsa
Generating publlufprlvate rsa key pai
Enter file in uhich to save the key L/home/FREDf shiid_rsa)
?
Enfel passphrase (ewpty for no passphrasel: Enter sawe passphrase sgaint Your identification has been saved in showe/FREDS. ssh/id]
Yuur public key has been saved in /home/FRED/. ssh/id_rsa. pub,

The key fingerprit
gﬁ :Ob: 332231 et a5: 900a af i 3ard9 i c0iberel FredBRIHASSS. roh.and. dbm. con

=

71007
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/DDpenSgs/usr/hin/-sh
¥ od Lash
¥ le-al
total 60
drux--5--- & fred
drmxrmsrua 3 fred

B192 May 13 15:48
192 May 13 15:46 .

coooo

1 fred 807 May 13 15:48 id_rsa
L fred 238 May 13 15:48 id_rsa.pub
1 fred 1024 May 13 15:48 prng_seed

> pud
shame/ Fred ., ssh
§

cat id_rsa.pub
ssh-rsa RRRREBNZaElgc[ERRRAEIMHRR[ERZ:FJlxl]SXHngFaHthHDF+nx7hLr:h+>ﬁﬂchHN/NhllUceJlQlEkr+LQIENUIE/ZLVJSSJHSaMuJDE+thHtZNHnE5
ESRMmbeDNTfEEUhIZ?quu]vuI7RBpHgnDKuUzT*ﬁX?bKUTFTbZBUg@ffTTHUEIRFuEprqUGZWhU fred@REHASSS. rehland. dbn. con

21007
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o Session A - [27 x 132]

File Edil

SM0penSys/usrsbins-sh

5
> ssh -7 9.5.92.92
The authenticity of host '9.5.92.92 (9.5.92.92)" can't be established.
+ kay fingerprint iz RSA.
. fire gou sure you went to conkinue connecking (yessino)?
ues
Uarring: Pernanently added '9.5.92.92" (RSH) to the List of knoun hosts.
fred?d.5.92.92" s passuord:

>l
>l -3l
totel 24
drues-se-x 3 fred hine: 4015, FAPS-B5-13 16106 .
Troot  root 409 2003-05-13 16:06 ..
1 root root 94 2003-05-13 16:08 .bash_profile
1 rul ol 300 2003-00-13 16:00 .bashry
1 root roat b3 2003-05-13 16:08 .mysshre
Zroot hne 4096 Z005-85-13 1608 .ash

=== méauthkeys --add 'ssh-rea ARRRB3NzaClucZEARARBIVARRTERZSF |ixi jSHAPWF sHOxeHDF +rux thLrShtS58ccDRN /bl ile Jidiekr+LOTEND IE/ZLY {34
|5l e-+<bH3E ZHHAC S SRt ONT.EBOh [ 22 figo juul TA0pHonOkolz T +AKZLKITPToZ00y S FTTHUB IAFUEZpf qlZURU=_fr=dBRCHASSS. rchland. ibm. con

22/107
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onA-[27x132]

File Edit v Communication  Act

B bR 2% EE &€

#0penSys/usr/bin/-sh

5
>ssh -7 9.0.92.92
> Tshmeusr

+ t, taskrolesh peradnin, deseription=, le=

nane=invscout , taskrol e=Undef ined, deseription=, resourcerole=
name=nann, taskrole=hncsuper adnin, description=steve nann,resourcerole=
nane=indiall, taskrol e=hnesuperadnin, description=HHC User,resourcerole=
name=adnin, taskroleshmezuperadnin, description=HHC User,resourcerole=
nane=fred, taskrol e=hncsuperadidn, deseription=HIC Lser,resourcerole=
name=root, taskrole=hncsuper adnin, description=root resourcerole=

i 21787
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Live Demo!

Demo
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Uncapped Partitioning

= What is it?

= How does it work?

= How to configure it?

= Licencing consequences?

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Capped and Uncapped Partition support

= Automate processing power

distribution with uncapped - —
partitions 8
= Use resources out of a §
shared processor pool 2
= Uncapped weight value 2 =
= Defined in the Partition 3 |
i £ I
Profiles o - —
= Use what is available = .
a o o
Partition ID P2 P3 P4
Weight | WEIGHT | WEIGHT | WEIGHT
Value 100 100 200

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Notes: Capped and Uncapped processor
support -1

When setting up a partition profile, you will need to set up the desired, minimum, and maximum
values you want for the profile.

The desired processing value is the amount of processing resources that the partition will get
if processing power is not overcommitted. If the desired amount of processing units is available,
the profile will start with the amount processing units indicated. However, if when processors are
overcommitted , the partition will get a value that is between the minimum and desired amount.
If the minimum processing value is not met for a partition profile, the profile will not be
activated. If there is a processor failure, the system will attempt to accommodate the minimum
processor sizes for all partitions. If all minimums are satisfied, the partitions will restart with all
available resources distributed proportionately to their allocation.

Partitions in the shared processing pool can have a sharing mode of capped or uncapped.

A capped partition indicates that the logical partition will never exceed its assigned
processing capacity. The capped mode could be used if the user knows a software application
would never require more than a certain amount of processing power. Any unused processing
resources will only be used by the uncapped partitions in the same shared processing pool.

An uncapped partition means that the partition’s assigned current processing capacity
may be exceeded, up to the partition’s maximum virtual processors settings, when the shared
processing pool has any unused processing power.

As an example, partitions 2, 3, and 4 all had uncapped mode selected. Partition 2 had 3.00
processing units assigned to it, but only 1.00 processing unit was in use. Partition 3 had 1.00
processor processing unit, but had a workload demand that required additional processor
resources. Because partition 3 is uncapped, the server allows the unused 2.00 processing units
in partition 2 to be used in partition 3. This situation increases the processing power for partition
3 to 3.00 processing units, and the workload demand needed at that particular time finishes.

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Notes: Capped and Uncapped processor
support -2

Using the same example, assuming that both partitions 3 and 4 both need
additional resources at the same time to complete a job, the server can distribute
the unused processing resources to both partitions.

This distribution process is determined by the uncapped weight of each of the
partitions.

Uncapped weight is a number in the range of 0 through 255 that you set for each
uncapped partition in the shared processing pool. By setting the uncapped weight
(255 being the highest weight), any available unused capacity is distributed to
contending logical partitions in proportion to the established weight value of
the uncapped partitions. The default uncapped weight value is 128. Again using
the same example, if partition 3 had an uncapped weight of 100 and partition 4
had an uncapped weight of 200, partition 4 would get twice the unused processing
resources that partition 3 received.

Finally, when the eServer i5 has partition(s) configured that are using a profile with
dedicated processors and these partition(s) are in a power off status, the
processors that then are unused in the server, become available for the uncapped
partition processor pool.

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Uncapped partitioning simulator tool demo!
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Uncapped partitioning live demao!

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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An AlX solution at work...

TSM - Tivoli Storage Manager
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Backup / Restore

. . o
Tivoli Storage Manager Overview L

TSM
Client

TSM Server

= Progressive / selective / adaptive subfile differencing / point-
in-time / volume level

= Multiple versions kept

= Policy managed

= System assisted restore
= Automated scheduling

Single File Hard Disk

Data Protection

New tools and techniques with V5R3 and Power5 © 2005 IBM Corporation
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Tivoli Storage Manager is widely scalable. It supports
popular applications, databases, and storage devices...

aﬂ" Windows Serverz003 [FENE

TSM supports a broad set  Mincows | [jﬂ E Fisx for 1BM @server Sorios

of operating environments \u, ven l\; ::::: ((: et
pris Jor Taarver Serivs

SOLARIS ;/gs 2/ 1BM @ .+ iSeries

=T software  Microsoft SQL Server” m QR AQ .
Lotus. software Microsoft Exchange SYB‘ o TSM SUpportS major
Infarmation Management - H H H
m;m%&““” HYY ORACLE"| business applications

TSM supports over IBM TotalStorage® MM storage oy sy = [T
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In summary, managing storage with IBM Tivoli Storage
Manager can substantially benefit your bottom line
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